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Abstract of

OPERATIONAL DECEPTION: THE KEY TO VICTORY
Thls paper examlnes operational déceptlon as the key to victory
for the operatlonal. level commander. With shrinking mllitary
resources, commandeés must continually use all tools avallable
to shape the battlefleld to allow the opportunlity for victory
- by the tactical commanders--operational deceptlon is one of
those key force multipllers. The paper discusses what
operational deception is and reviews two cases (Fortltude In
World War II and Hall Mary In Desert Storm) usling maxims
developed by the Central Intelllgence Agency. A discusslion of
the planning process follows along with a look at lessons

learned for future operational commanders.
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OFERATIONAL DECEFTION: THE KEY TO VICTORY

The enemy must not know where I intend to
give battle. For 1If he does not know where I
Intend to glve battle he must prepare in a.
great many places. And |If he prepares In a
great many places, those I have to flght
in any one place will be few...Thus I say
that victory can be created. For even |f the
enemy is numerous, I can prevent him from
engaging.

-Sun Tzu?

JNTRODUCTION

As It was In 500 B.C. when Sun Tzu wrote about |t,
deceptlon In war remalns valld today as a force multiplier for
the operatlonal commander. The great millitary genius Clausewitz
argued deceptlon should be used as a measure of last resort
due to the expense required to accompllsh the deceptlon. Time
and resources were better spent on an actual assault vice a
diverslionary ploy.® While these legendary mllltary minds
differ on the use of deception, this paper wlll address the
Issue of deception In modern times and will show that the
operatlonal commander must Incorporate deception planning
Into campalgn planning and contlnually re-look and revise the
plans 1f victory Is to be achleved. This Is especlally true as
the defense budget and force structure shrink, whlle potentlal
enemy states we may flght grows. Deception plans will provide
the operational commander the force multiplying effect to obtaln
favorable force ratlos agalnst most enemles.

This paper wlll address deceptlion at the operational level




of war and not the strateglc or tactical levels. Through the
use of maxims developed by the Central Intelllgence Agency
(CIA)>, the paper will revlew two deception plans to show how
successful deceptloﬁ can be as a force multiplier. The flrst
case |s Operatlon Fortltude used In World War II by the Allles
to cover the Normandy invasion. The second case shows how

| Coalitlion forces In Desert Storm decelved Irag and successfully
moved two Army combat corps to flank Iraql positions ln Western
Iraq, whlle two Marine divisions simultaneously moved to flank
Ifaql troops In Kuwalt. This review will highllight the
Importance of operatlional deception plans and show the
contlnueq need for such planning.,

A dlscusslon of when and how this planning 1s accompllshed
will be addressed using the Jolnt Strateglc Plannling System,
Crisis Actlon Plannlng process as a basis. Flnally, lesson’s
learned will be explored to see how future operatlional
commanders can best plan deception operations to shape the

battlefield for victory.

WHAT IS OPERATIONAL DECEPTION

Joint Chlefs of Staff Joint Publication 3-58, Doctrine For
Jolnt Operatlonal Deceptlon deflnes deceptlon as "Those

measures designed to mislead the enemy by manlpulation,
distortlion, or falsiflcatlon of evidence to Induce him to react
in a manner prejudiclal to his Interests." What thls means Is

to mix factual and non-factual Information and present thls




Information In a manner and time to create a false Impression
in the mind of the enemy of what ls about to or 1s even
actually happening. Thls false Impression then causes the
enemy to take or déray actlons at thelr detriment and beneflt
the operational commander. It Is Important to note the
objective of deception plans Is to lnfluence the thinking of
the enemy commander to the benefit of the commander conductling
the deception.®

_ Just as beauty Is In the eve of the beholder, the
commander conductling the deceptlon operatlion must persuade the
enemy to belleve the Informatlon belng recelved s looked

at or taken in a certalin way. Flgure | provides a good example
of how lﬁformatlon can create amblguity In the mind of the
viewer.

While the Information presented In Flgure 1 remains
unchanged, different Interpretations are posslible. Dependling
on the Initlal perspectlve, a young woman may be seen looklng
toward her rlght shoulder C(your left). Visible Is her cheek,
nose, and eyelash. She |8 wearing a necklace and a feather
sticks out of her hat which partially covers her halr. On the
other hand, looking at the same Image, an old woman may be
visible. She also Is looklng to her right but more of her

face Is viglble as she appears to be gazing downward. Her

mouth |s the young woman’s necklace, whlle her nose Is the
young woman’s chin. She wears the same feathered hat as the

young woman. The polnt of thls example ls, deceptlon Is
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normally based on a mixture of facts and half-truths, but
altered, mixed, and presented In a certaln sequence to support
a preconcelved notion or bellef In the mind of the enemy. If
the enemy commandertcherlshes young women, then a deéeptlon
plan may highlight the features of a young woman in thls
filgure. Having supported the enemy’s bellef the figure Is that
of a young woman s only half the battle; now he must do
something (or even do nothing) to dlsadvantage himself to our
benefit. Millitary speaking, deception operat{ons must be
déslgned to shape the battlefleld allowlng the tactlcal
commanders to capltallze on the mistakes of the enemy.wlth the

approprlate principles of war.<

FIGURE 1

'WHAT DO YOU SEE?

- Source: Donald C. Danlel and Katherine L. Herblg, ed.,
(New York: Pergamon Press, 1982),

p. 38.




Operatlonal deceptlon plans “need to distlnguished between
Commanders obJectlves and deception objectives."S Successful
operatlional deceptlon plans support and compliment, not
supercede and conflict, with commanders objectlves., .
Operatlonal deception plans must be used In concert with all
other assets avallable to the commander and not in Isolatlon.
| Polltical and economic channels must also be consldered when
employlng operational deception plans. It doesn’t do any good
to cover only the millitary channels 1f the enemy has access to
cénfllctlng Information from diplomatic or economic sources.

Operatlional deceptlon, 1lke the operatlonal level of
war, sits astride 1t’s counterparts at the strateglic and
tactical levels. Strateglc level deceptlon encompasses the
efforts to alter the beliefs of a nation concernling strategic
lssues or pollcles. Deception campalgns at this level normally
requlre extenslve resources and time to accomplish
successfully. The former Sovlet Unlon attempted to conduct
such an operation against the United States In an attempt to
alter our bellefs concerning the accuracy of thelr
Intercontinental Ballistic Misslile reentry vehicles. The
deceptlon plan Fortltude In World War II which successfully
masked the Allled Invasion at Normandy, |s often referred to as
strategic deception, however |t was actually an operatlonal
level plan directed at the European theater of the war.

At the lower end of the spectrum is tactlcal level

deceptlion. Deceptlon at thlis level, while simllar to

5




operational level .n the fact they both attempt to Influence
the enemy’s perceptlon of the battlefleld, dlffers In the scope
and target of the deceptlion. Tactical level deception attempts
to .arget the oppoétng tactical commander and normally
comprlses camouflage or dummy weapon systems. It Is normal
conducted over a shorter perlod of time and generally consumes
less resources.*

One flnal polint to cover Is the relatlonshlip between
qeceptlon and surprlise. Surprise results from deception plans.
Case studles have shown when deception plans are used to
reinforce existing enemy bellefs then surprise resulted In 96
percent of the cases studled. Even when deceptlion was used but
not tled'to exlsting enemy bellefs, surprise resulited In 81
percent of the cases.” What thls shows ls the probabllity of

surprise |f deception operations are conducted.

DECEPTION MAXIMS

The Central Intelllgence Agency’s Offlce of Research and
Development documented 10 maxims resultling from analysis of

numerous case studles. These maxims are shown In Flgure 2,
FIGURE 2

DECEPTICN MAXIMS®

MaxIm 1: ’ -
- It Is generally easler to lnduce an

opponent to malintaln a pre-existing bellef

than to present notlonal evidence to change
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that belief.

Maxim 2: [Limltations to Human Information
- 2rocessing

~ There are several limltatlons to
human Informat!on processing that are
exploltable in the design of deceptlion
schemes--among these, the law of small
numbers and susceptibllity to condltlonlng.

Maxlm 3:

~ Surprise can be achleved In many
forms. In mlllitary engagements, these
forms Include location, strength,
intention, style, and timing.

Maxim 4: Jopes’s Lemma

-~ Deceptlion becomes more difflcul: as
the number of channels of !nformatlion
avallable to the victim lncreases.
However, within 1imlts, the greater the
number of controlled channels the greater
the llikellhood of the deception being
belleved.

Maxim S: A Cholce Among Tvpes of Deception

- Where possible the objective of the
deceptlon planner should be to reduce the
amblguity In the mind of the victim, to
force him to selze upon a notional world
view as beilng correct--not making him less
certaln of the truth, but more certaln of a
particular falsehood.

Maxim 6: Axelrod‘’s Contribution: The
Husbandling of Assets

- There are clrcumstances where
deception assets should be husbanded
desplte the costs of malntenance and
risk of waste, awalting a more frultful use.

MaxIm 7:

- Deceptlion activitlies should be
sequenced so as to maximize the perslistence
of the Incorrect hypothesls(es) for as long
as posslble,

Maxim 8:

- A scheme to ensure accurate feedback
Increases the chance of success In
deceptlion.




Maxim 9: The Monkev’s Paw
- Deceptlon efforts may produce subtle
;nd unwanted side effects.

Maxim 10: Care in the Deslian of Planned

- Great care must be exercised in the
designed of schemes to leak notlonal plans.
Apparent "windfalls* are subject to close
scrutiny and often disbelleved. Genuine
leaks often occur under clrcumstances
thought Improbable.
These maxims will be used to review the deception plans for
the Normandy {nvasion (Fortitude) and the operation agalnst

Iraq (Hall Mary) during Desert Storm.

OPERATION FORTITUDE IN WORLD WAR II

Operatlion Fortltude was actually one of six separate
major operatlons designed to spread the German military forces
away from the actual landing site at Normandy and also mislead
the Germans as to when the invasion would actually occur.
Operatlion Fortitude South was the component that felnt a
Normandy Invasion to cover the subsequent invaslion at Pas de
Calals.” The Germans, and most especlally Hitler, belleved the
Allles would launch a cross channel [nvasion by landing in the
Pas de Calals area.'® This bellef rested on the fact that this
was the shortest distance between England and the contlinent; It
provided the Allles with access to critically needed port
facillitlies; and finally, It was the most expeditious polint to
launch an attack from towards Berllin.

Using the Maxims In Figure 2, the Allles used Maxims 1{,
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4, 7, 8 and 10 to feed the Germans the deceptlive Informatlon.
‘ ) Playlng on Hitler’s preconception (Maxim 1) of the attack on
Pas de Calals, Informatlon was leaked through German secret
agents (Maxims 4 ana 10> who had been successfully dbubled by
British Intelligence.** The Information portrayed the landing

at Normandy as a feint to cover the *Yreal® landing at Pas de

| Calals which would occur at a later date. Dummy camps,
including decoy landing crafts and equlipment, comblined with
dummy radlo trafflc (Maxim 10> relnforced the German bellef of
tﬁe Pas de Calals Invasion. The lcing on the cake was the
flctltious First US Army Group commanded by Lleutenant General
George Sf Patton. The Germans belleved Patton was the best
Allled general and would naturally lead the lnvasion. This
bellef only relnforced the deceptlon plan after the Normandy
Invaslion had begun when the Germans dismlssed the actual
Invaslon slince Patton was still {n England.

The Information was presented to Germans plecemeal and
from different sources (Maxims 7 and 10) to ensure the Germans
would reach their own conclusions as to the impact of the
Information received. Throughout the whole operatlon, feedback
was requlired to ensure the German’s were buylng Into the
deception. The breaking of the German Hlgh Command’s message
traffic, Ultra, provided the Allles with the critlical
Informatlon that the Germans had accepted the deception plan
(Maxim 8). In fact, the plan was so completely accepted It was
almost two months after the June 1944 lnvaslion that the German

. Flfteenth Army was totally released to fight the Invaslion.'=




THE *HAIL MARY" IN DESERT STORM

Moving to the most recent war, deceptlion again played a
key role eﬁsurlng success of Coalltlon forces agalnst Saddam
Husseln’s Iraql forces. Displaylng an exemplary mastery of
deception as a force multlpller, General H. Norman Schwarzkopf
- orchestrated his resources to shape the battlefleld to his
desires. Outnumbered by the Iraql forces, General Schwarzkopf
needed to defeat Irag without a frontal assault In order to
Iimit casualties. To do thls, he devised what was called the
*"Hall Mary" plan which shlfted two Army Corps and two Marline

Divislons to the flanks of Iraql forces In Iraq and Kuwalt.
FIGURE 3

POSITION OF COALITION FORCES PRIOR TO THE FLANKING MOVE

; f‘

KUWAIT ¥

Brown and Co, 1991), p. 110.
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FIGURE 4

POSITION OF COALITION FORCES AFTER "HAIL MARY" MOVE

L THE 100-HOUR WAR |

FEB. 24-28

Source: Otto Friearich, ed., Desert Storm (Boston: Little
Brown and Co, 1991), pp. 111-112.

To conduct thlis move |n secrecy, General Schwarzkopf needed to
decelive Iraq Into beljeving the actual assault would come from
the sea.

To accomplish this deception plan, all 10 of the deceptlion
maxims were employed. The Iraql’s belleved the Coalltlon would
conduct an amphiblous assault in Kuwalt In conjunction with a
frontal assault from Saudl! Arabla. To relnforce thls bellef,

11




Marine amphlblous units conducted a number of amphlblous
exerclises In the reglon which were well reported in the press
(Maxims 2, 4, and 5>. The press contlinually questloned
milltary offlclals Sbout the purpose and nature of these
exerclses which undoubtedly reach Saddam Husseln and his
milltary commanders In Baghdad. When a second serles of
 exerclses were conducted, Information was leaked that the dress
rehearsal was complete and It was now time for the real assault
(Maxims 3 and 10>.:**

. Using the Marlne amphlblous forces to felnt an assault,
but actually keep them deployed on thelr ships created problems
for General Schwarzkopf. The Marlines were ready and eager to
conduct the opposed amphlblous landling but thelr withholdment
from actlion soured thelr morale. If they had been requlired as
a reserve force to subsequently enter the war, efflclency may
not have been as good as they looked upon themselves as second
llne units (Maxims 6 and 9>.*%

As in the Normandy lnvaslion, Informatlon was released to
the Iraql’s over a perlod of time and through selectlive
sources. After the flrst days of the alr offensive, the
Iraqgi’s had lost their eyes and ears of intelllgence gathering
and were basically llmlted to Informatlon recelved from the
news medla. The Hall Mary troops were not moved to thelr Jjump
off positions untl] approximately one week before the actual
attack began (Maxim 7>.:=

Throughout the whole operation, the Coalitlon was able

12




to obtaln feedback on the disposition and thinklng of Iragql
forces through the.use of a varlety of sources. Photo
reconnaissance, radar reconnalssance and signal Intelllgence
satellltes were useﬁ to keep on top of the sltuatlon (Maxim
8).14

The end result of the deception plan allowed Coallitlion
‘ forces to flank the Iraql’s and end the war with only four days

of ground fighting.

DECEPTION AND THE PLANNING PROCESS

Having dliscussed how deception has worked In the past sets
the stage on how It can be planned In future operations. The
best vehlcle to use to discuss this Is the Crisis Action

Planning process of the Jolnt Strategic Planning System.
FIGURE 5

SUMMARY OF TIME SENSITIVE PLANNING PROCESS

PHASE| PHASEN PHASEN PHASE IV PHASEV PHASEWVI
SITUATION Crists COURSE OF COURSE OF EXECUTION EXECUTION
DEVELOPMENT ASSESSMENT ACTION ACTION PLANNING
OEVELOPMENT SELECTION
EVENT
SEVENT OCCURS | oCINC'S REPORT/ | #CICS PUBLISHE oCycs PRESENTS | sCINC RECEIVE
wWiTH ’8§SIILE Assts;smwl “WARNING $ uﬁnm AND ﬁu"‘ll‘ ocuotus "?8“&?5‘53‘5
;«t (fuig#'o. RECEIVED ORDIR Emo_g«;gtwl%‘ 8:  PLANNING OPORD
#APLICATIONS or

Source: "The Jolnt Staff Offlcer’s Gulde 1991,"
, (Wash DC: US Government Printling
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It Is durlng Phase I1I, Course of Actlon Development, the
operational commander should begin planning deceptlon
operations to shape ‘the battlefleld to hls or her advantage.
Speclifically, when developing the Commander’s Estimate, the

selection of deception as a force multipllier can be made.

" Uslng the Mlsslion, Enemy, Troops, Tlime, and Terraln (METT-T)

phllosophy as a gulde, the commander can best determlne what
the requirements will be.

With a clear understanding of the mlsslon and who the
enemy l|s, the operational commander can welgh the Impacts of
deception plans on diplomatic and economlc elements of power as
well as on the tactlcal level as the Courses of Actlon (COA>
are developed. When a COA |s selected, Phase IV - Course of
Actlion Selectlon, the commander then refines the deception plan
during Phase V - Execution Planning. This refinement would
include coordination of natlional assets such as overhead
satellltes, covert case offlcers, and working with the State
Department and other Cabinet officlals to ensure all elements
of natlonal power are worklng together and getting the right
spin on the operation. Depending on the time avallable and the
terrain (country Involved), deceptlon operatlons could begin to
condition the enemy (Maxim 2) prior to the Natlonal Command
Authoritles declsion to execute the Operatlions Order (OPORD).
It must be reallzed, these type of actlons would be

non-critical and would not force the US or the potentlal

14




adversary Into any undesirable actions. Flnally, at Phase VI -
Executlon, the deceptlon plan would then be executed in
conjunction with the whole OPORD. As the operatlon unfolds,
contlnue reflnement .of the deceptlion plan wlll be required as
the entlire operation progresses untll the crisis/war s
resolved.

LESSONS LEARNED FOR FUTURE COMMANDERS

The Maxims deplcted in Figure 2 provides an excellent
basls to begln planning any deception operation. Whlle they
are based on previous case studles, they are still very
relevant when we look to the future. The two most Important
maxims, énd probably the most difflcult to control, are Maxim
4--the number of channels of Informatlion to control and Maxlim
8--feedback.

In today’s world It Is harder to control the number of
channels of Informatlon avallable to the enemy. Wlth overhead
satellltes, clandestine agents, Instant communicatlons (Cable
News Network, British Broadcasting Company, etc.), alllances,
and multi-natlonal corporatlons a potential enemy has numerous
ways to check information for accuracy and intent. Even in
time of war, many of these avenues remaln avallable. During
Desert Storm, the Unlted States bought Imagery from the French
Spot satellite system to plan tactical missions agalnst
Iraq.*” 1If the French wanted to, they could have provided

images to Iraq. The former Soviet Unlon had photo
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reconnalssance and electronlc Intelllgence satellites covering
the reglon and could very well have provided this Information
to Iraq.t® The polnt ls, future deceptlon operations wlll have
to account for thesé capabllities to ensure a successful
operation.

Closely related to thls maxim Is the problem with
" feedback, or Maxim 8. In numerous cases, a commander knows the
capablllitles of an enemy but Is lacklng knowledge of the lntent
of the enemy. With deception plans It Is critlical to know |f
the enemy has recelved the Informatlion directed at them and
more Iimportantly, what will be done as a result of it. In
Operatlon Fortltude, the Allljes wanted the Germans to keep
thelr reéerve forces in the Pas de Calals area. Through Ultra,
the Allled commanders were able to verlfy thls was exactly
where the Germans were keepling thelr forces. Simllarly, In
Desert Storm, General Schwarzkopf wanted to keep the Iraqi’s
looking for the amphlblous assault. Through overhead systems,
Keyhole and Magnum satel)ltes*®, Schwarzkopf was able to see and
know what Iraq was up to. Future confllcts may be tougher |f
the enemy has simllar capabllltles as we do, or has access to it
from a third country.

To a lesser degree, Maxims i--exploltation of a
preconceptlon and 10--how to leak deceptlon plans remaln key
issues the operational commander must address. In both cases,
this bellef was relnforced using a number of sources and medla.

Future commanders must know thelr enemy and understand (to some
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level) how the enemy thinks and acts. CIA assessments of world
leaders and millitary commanders provides an excellent source
for lnformatlon. however without the feedback mentloned above,

changing bellefs may not be detected.

CONCLUSION

Milltary resources will contlnue to decline resulting In
less people and weapon systems to accomplish the ever
Increasing mlilltary mission. Operatlonal commanders must make
dse of all exlsting resources to maximlize hls attack at the
declsive polnt agalnst the enemy. Force multipllers must be
used to galn the advantage and defeat the enemy. Operatlional
deceptlon ls one of those force multlpllers and Just as It was
successful In the past, It must be used In the future to shape
the battlefleld to our advantage.

Thls paper has shown the use of deception at the
operational level of war provides the key to success In a
natlion’s victory agalnst an enemy. In World War II, deceptlion
provided the opening allowing the Allles to establish a
foothold on the continent. This subsequently led to the defeat
of Germany. In Desert Storm, operatlional deceptlion allowed the
Coalitlion to conclude the war after only four days of ground
fightlng (and an extenslve alr campalgn).

Future confllcts will requlire deception plans to ensure
obJectlves are met and casualties are held to a minimum.

Because of Increases In technology, deception plans may become

17




more dlfficult to accomplish, but technology can also help
deception plans succeed. Using the Maxims developed by the
CIA, the operatlonal commander can better plan the overall

campalgn and provldé the key to victory for the tactlcal

commanders.
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NOTES

1. Sun Tzu, The Art of War, translated by Samuel B.
Griffith (New York: Oxford Universlty Press, 1963>, p. 98.

2. Michael I.‘Handel, Master’s of War: Sun Tzu,
Clausewitz and Jominl (Portiand, OR: Frank Cass, 1992), p. 131.

3. Donald C. Danlel and Katherine L. Herbilg, ed.,

Strategic Military Deception (New York: Pergamon Press, 1982),
- p. 5.

4. Princlples of war differ for each US milltary service.

S. US Jolint Chlefs of Staff,
, Joint Pub 3-58, (Wash

Operatlional Deception (Inltla)l Draft)
DC: US Government Printing Offlce, June 1992), p. I-3.

6. The Operatlopal Art of Warfare Acrogs the Spectrum of
Conflict (Carlisle Barracks, PA: Strateglic Studles Institute,
US Army War College, 1 February 1987), pp. 44-45.

7. Central Intellligence Agency, :
and Folklore (Wash DC: US Government Printing Offlice, Aprl]
1980>, p. 9.

80 Im_do' ppo 5"40.
9. Danlel and Herblg, ed., pp. 225-226.

i0. CIA, p. S.

i{. See J.C. Masterman’s

The Double Cross Svstem in the
War of 1932 to 1945 (New Haven: Yale Unlverslty Press, 1972)

12. James R. Koch, "Operation Fortltude--The Backbone of
Deception,® Mlilitary Review, March 1992, p. 74.

13. Floyd D. Kennedy, "Deceptlion In the Gulf," Natiopal
Defenge, April 1991, p. 38-39,

14. Tom Mathews, "The Secret History of the War," Ilme,
18 March 1991, p. 38.

150 Imtt po 38.

16. Philip Elmer-Dewit, "Inside the High-Tech Arsenal,"
Time, 4 February 1991, p. 47.

17. Patrlcla A. Glimartin, "France’s Spot Satellite
Images Helped US Alr Force Rehearse Gulf War Mlsslions,"

- Avlatlon Week & Space Technology 1 July 1991, p. 22.
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18. Norman Frledman, Desert Victory (Annapolls, MD:
Naval Instltute Press, 1991), p. 411.

19. Elmer-Dewitt, p. 47.
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